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(g) Apparatus for scrambling a digital video signal. 

(g7) The apparatus encodes (12) a digital video 
signal (SDV) and successively supplies frames 
of video data con-esponding to the encoded 
digital video signal which are intennittently or 
partially scrambled (21). Each frame of video 
data has a respective frame number and respec- 
tive blocks of video data, and each block of 
video data has a respective block number. 
Frame-scramble-ofF data is added (13) to each 
frame which has a frame number equal to one 
of a plurality of predetennined frame numbers, 
and block-scrambie-off data is added (13) to 
each block which has a block number equal to 
one of a plurality of predetermined block nunv 
bers. A frame of vkieo data is scrambled in the 
intermittent scrambling mode if it does not have 
the frame-scramble-off data and each block of 
video data is scrambled in the partial scramble 
nrKxle if it does not have the block-scramble-ofr 
data. The scrambled frames or blocks of video 
data and the frames or blocks which are not 
scrambled are supplied as the scrambled digital 
video signal (DSVX). The scrambled digital 
video signal is descrambled by receiving frames 
of vkleo data of the scrambled signal, where 
each fran>e has either frame scramble>on data 
or frame scramble-off data, and respective 
blocks of vkieo data, where each bk>ck has 
either block scramble-on data or block 
scramble-off data. Each block which has the 
bk)ck scramble-on data of those frames which 
have the frame scramble-on data are then des- 
crambled to provMe a descrambled digital 
video signal. 
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The present invention relates to apparatus for 
scrambling digital video data and, more particularly, 
apparatus for intermittently scrambling or partially 
scrambling digital video data where in the intermittent 
mode each frame is or is not scrambled depending 
upon its frame number, and in the partial scramble 
mode each block of data in each frame is or is not 
scrambled or not scrambled depending upon its block 
number. 

It is known that when an analog video signal rep- 
resenting a video image is transmitted, the video im- 
age formed by the information contained in the re- 
ceived vkieo signal is of a lesser quality than the orig- 
inal video image. This usually is due to noise, reduc- 
tion in the signal to noise ratio, etc. In order to solve 
this problem to improve the quality of the video signal 
that is received, it is known to convert the analog vid- 
eo signal to a digital video signal prior to transmission. 
The digital vkleo signal usually is encoded In a prede- 
termined format prior to transmission and then decod- 
ed back to its original non-encoded form after recep- 
tk>n. 

One example of such a format is shown in Fig. 1 . 
As shown, each video frame of video data of the en- 
coded signal includes a frame header followed by 
blocks of video data, wherein each vkleo data block 
includes a block header and block data. Image infor- 
mation provkied in the original video signal is stored 
in the block data portbn of each data block. Each 
frame header and block header includes infonmation 
such as synchronizing data, frame number, line nunrv 
ber of a frame, etc. 

In addition to digitizing and encoding a video sig- 
nal prior to transmission, the video signal may also be 
compressed in order to reduce the amount of data to 
be transmitted, which results in more efficient trans- 
mission of video signals. One method of compressing 
data is interframe coding wherein the difference be- 
tween pixel values or block values of the current video 
frame and the preceding video frame is calculated to 
produce a resultant interf rame-coded frame of video 
data. Data in other video frames (e.g., succeeding 
frames) may also be utilized to generate each inter- 
frame-coded frame. 

When a vkieo signal is interframe coded and then 
transmitted, the received signal must be decoded in 
conformity with the interframe coded format. That is, 
when decoding each interframe-coded frame, infor- 
mation from other frames must also be utilized and 
decoded In order to decode the successive, received 
frame. One problem that exists when transmitting in- 
terframe-coded signals is the possibility of the occur- 
rence of an error during transmissk>n of the encoded 
vkleo signal. Since each interframe-coded frame is 
directly related to other frames, errors that occur in 
one frame propagate to all frames that are influenced 
by (i.e., dependent upon directly or indirectly) the 
frame in which the error occurred. This results in the 



loss of multiple frames of data even though the orig- 
inal enror occurred only in a single tnterf rame-coded 
frame. This "chain-like" influence results in a sub- 
stantially damaged video signal. 

5 To reduce the effect of the above described error 

propagation, it is known to include so-called frame- 
limit coded frames of video data with the transmitted 
interframe coded frames. Each frame-limit coded 
frame is fonned by frame-limit coding only one frame 

10 of video data such that upon receipt of the frame-limit 
coded frame, the video data corresponding to one 
frame may be reconstructed by decoding only the 
frame-limit coded frame without the need for obtain- 
ing informatton from any other franne. 

15 When transmitting frame-limit coded frames with 
interframe coded frames, a single frame-limit coded 
frame is first transmitted followed by a predetermined 
number of interframe-coded frames, wherein each of 
the interframe-coded frames are related to (depend- 

20 ent upon) that frame-limit coded frame. For example, 
upon receiving the coded signal, the second video 
frame is reconstructed by utilizing the data in the 
frame-limit coded frame (the first transmitted frame) 
and the first interframe coded frame (the second 

25 transmitted frame); the third video frame is recon- 
structed by utilizing the data in the first interframe 
coded frame (the second transmitted frame) and the 
second Interframe coded frame (the third transmitted 
frame), and so on. After a predetermined number of 

30 interframe-coded frames are transmitted, the cycle 
repeats, wherein a frame-limit coded frame is trans- 
mitted, followed by the predetermined number of in- 
terframe coded frames. Thus, errors which occur in 
a f ranne during transmission will affect only the suc- 

35 cesslvely transmitted frames up to, but not including, 
the next f ranne-limit coded frame. 

It is sometimes desirable to transmit scrambled 
video data, one example being the commercial bene- 
fit of scrambling video signals by a cable broadcasting 

40 station, e.g., the broadcast of a program for the conn- 
monly known 'Pay Per View" channels. When scram- 
bled vkleo data is transmitted, a subscriber (i.e., view- 
er) who receives a "scrambled" channel must have a 
descrambling device which descrambles the received 

45 video signal in order to be able to view the broadcast 
program. If the scrambled vkleo signal were viewed 
(e.g.. on a video monitor) without first being descranv 
bled, the image would be unrecognizable. 

Three types of scrambled video signals are 

50 known as fully scrambled video signals, intermittently 
scrambled video signals and partially scrambled vid- 
eo signals. The fully scrambled vkleo signal Is conrv 
pletely scrambled, that Is, each and every frame of 
video data is scrambled and each portion (e.g.. block) 

55 of each frame is scrambled. When descrambling a 
fully scrambled video signal, each and every frame 
must be descrambled for the image to be totally rec- 
ognizable and if any frames are not descrambled, the 
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corresponding images would be unrecognizable. The 
intermittently scrambled video signal, which is scranv 
bled in an "intermittent scrambling mode", includes 
scrambled frames of video data and non-scrambled 
frames of video data such that a descrambling device 
should only descramble those frames that have been 
previously scrambled. If none of the frames of an in- 
termittently scrambled video signal are descrambled, 
the video image would be Intermittently recognizable 
when viewed on a monitor. The partially scrambled 
video signal, which is scrambled in a "partial scranrv- 
bling mode", contains frames of video data partially 
scrambled, that is, a portion of each frame is not 
scrambled and, thus, is recognizable when viewed 
even in the absence of descrambling. Of course, that 
portion of the frame which is scrambled is unrecog- 
nizable unless it is descrambled. 

When video data is frame-limit coded and inter- 
frame coded as previously described, and also inter- 
mittently scrambled or partially scrambled, it is nec- 
essary (upon receipt of the scrambled signal) to de- 
scramble only selected portions of the video signal 
(i.e. those portions which have been scrambled) in or- 
der for the video signal to be properly descrambled 
and viewed. When frame-limit coded frames and in- 
terf rame coded frames are intermittently scrambled 
prior to transmission, a receiving device must de- 
scramble only those frames that were scrambled prior 
to transmission. However, such a descrambling de- 
vice is extremely complex since it is difficult to deter- 
mine whether a frame has been scrambled or not. and 
also, since interframe coded frames are dependent 
upon other frames, there may t>e frames that are de- 
pendent upon both scrambled and non-scrambled 
frames, which adds to the complexity of such a sys- 
tem. 

Similarly, when frame-limit coded frames and in- 
terframe coded frames are partially scrambled prior 
to transmission, blocks of video data of each inter- 
frame coded frame, which similarly may be scram- 
bled or not scrambled, are dependent upon blocks of 
data within other frames, which likewise may or may 
not be scrambled, thus requiring complex calcula- 
tions to properly descramble the signal. Further 
blocks of data within a specif ic frame may also be de- 
pendent upon other blocks of data within the same 
specific frame, which again, may or may not be 
scrambled. 

In addition to the above described problems, in- 
termittently scrambling and partially scrambling 
frame-limit coded and interframe coded video signals 
removes some of the advantages associated with 
transmitting intermittently scrambled and partially 
scrambled video signals. For example, during trans- 
mission of a video signal, it may be desirable to have 
a portion of that video signal recognizable (e.g., by a 
viewer). One example of such a case is the desire to 
entice a viewer to pay a fee in order to view the trans- 



mitted signal fully descrambled (e.g., as in the above 
mentioned pay-per-view channel example). Ordinar- 
ily, when intermittently scrambled video signals are 
viewed without being descrambled, there may be, for 

5 example, several seconds of non-scrambled images 
at various times of transmissbn. Similarly, partially 
scrambled signals allow a viewer to recognize a small 
(or large) portion of each image. However, these ad- 
vantages and other advantages of transmitting inter- 
to mittently scrambled or partially scrambled video sig- 
nals disappear when the video signals are frame-limit 
coded and interframe coded prior to transmission. 

The present invention is concerned with the 
above described problems. 

15 In accordance with one embodiment of the pres- 

ent invention, apparatus for intermittently scrambling 
a digital video signal operates to encode a digital vid- 
eo signal and supply successive frames of video data 
(i.e., frame-limit coded frames each followed by a 

20 predetermined number of interframe coded frames) 
where each frame has a respective frame number, by 
adding scramble-off data to each frame which has a 
frame number equal to one of a plurality of predeter- 
mined frame numbers, by scrambling each frame 

25 which does not have the scramble-off data (or which 
has scramble-on data), and by providing the frames 
of vkleo data which have the scramble-off data (i.e. 
the non-scrambted frames) and the scrambled 
frames of video data as an intermittently scrambled 

30 video signal. 

As one aspect of the present inventton, scramble- 
off data is added to each frame-limit coded frame 
which has a frame number equal to one of the plurality 
of predetermined frame numbers, and scramble-off 

35 data also is added to each of the predetermined nunrv 
ber of interframe coded frames which are succes- 
sively supplied after the frame-limit coded frames 
which have the scramble-off data. That is, if scram- 
ble-off data is added to a particular frame-limit coded 

40 frame, then scramble-off data also is added to those 
interframe coded frames that follow this frame-limit 
coded frame. 

In accordance with another embodiment of the 
present inventbn, apparatus for partially scrambling 

45 a digital video signal operates to encode a digital vid- 
eo signal and supply successive f rannes of video data 
(i.e., frame-limit coded frames each followed by a 
predetermined number of interframe coded frames) 
where each frame has respective blocks of video data 

50 and each block of video data has a respective block 
number for identifying the block within the frame, by 
adding block-scramble-off data to each block of video 
data which has a block number equal to one of a plur- 
ality of predetermined block numbers, by scrambling 

55 each block of video data which does not have the 
block-scramble-off data (or has t>lock-scrambte-on 
data), and by providing, for each frame, the blocks of 
vkleo data which have the block-scramble-off data 
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(i.e. the unscrambled blocks) and the scrambled 
blocks of video data as a partially scrambled video 
signal. 

As one aspect of this invention, scramble-off data 
is added to each block which has a block number 5 
equal to one of the plurality of predetermined block 
numbers in those frame-limit coded frames which 
have a frame number equal to one of a plurality of pre- 
determined franoe numbers, and scramble-off data 
also is added to each block which has a block number io 
equal to one of the plurality of predetermined block 
numbers in those predetermined number of inter- 
frame coded frames which are successively supplied 
after those frame-limit coded frames which have a 
frame number equal to one of the plurality of prede- is 
termined frame numbers. 

As another aspect of this invention, frame- 
scramble-off data is added to each frame which has 
a frame number equal to one of a plurality of prede- 
termined frame numbers, all blocks of video data of 20 
those frames which do not have the frame-scramble- 
off data are scrambled, and those blocks of vkieo data 
which do not have block-scramble-off data of the 
otherframes which have thef rame-scramble-off data 
are scrambled. That is, if a frame contains the frame- 25 
scramble-off data, those blocks in that frame are not 
scrambled if such blocks contain the block-scramble- 
off data. But those blocks in said frame which do not 
contain the bk>ck-scramble-off data are scrambled, 
thus resulting in a partially scrambled digital video 30 
signal. 

In accordance with a further embodiment of the 
present invention, apparatus for scrambling a digital 
video signal is operable in an intermittent scrambling 
mode or a partial scrambling mode to encode a digital 35 
vMeo signal and supply successive frames of video 
data (i.e., frame-limit coded frames each followed by 
a predetermined number of interframe coded 
frames), where each frame has a respective frame 
number and is formed of blocks of vkleo data with 40 
each block including a respective block number for 
kJentifying the block within that frame. Frame- 
scramble-off data is added to each frame which has 
a frame number equal to one of a plurality of prede- , 
termined frame numbera and block-scramble-off data 45 
is added to each block within each frame if that block 
has a block number equal to one of a plurality of pre- 
determined block numbers. All of the blocks of those 
frames which do not have the frame-scramble-off 
data are scrambled In both the Intermittent scram- 50 
bling mode and the partial scrambling mode, and, in 
the partial scrambling rnode only, those blocks which 
do not have the block-scramble-off data in those 
frames which have the frame-scramble-off data are 
scrambled. 55 

As one aspect of this invention, frame-scramble- 
off data is added to each frame-limit coded frame 
which has a frame number equal to one of the plurality 



of predetermined frame numbers, and frame- 
scramble-off data also Is added to each of the prede- 
termined number of interframe coded frames which 
are supplied in successton after those frame-limit 
coded frames. 

In accordance with yet another embodiment of 
the present inventk)n, apparatus for descrambling an 
intermittently scrambled digital video signal operates 
to receive a coded digital video signal (e.g., having 
frame-limit coded and interframe coded frames) 
which is composed of non-scrambled frames and 
scrambled frames of video data with each non-scranrv- 
bled frame of video data containing scramble-off 
data. Each frame of vMeo data that does not have the 
scramble-off data is descrambled, and each non- 
scrambled frame and descrambled frame is decoded 
to produce a decoded digital video signal. 

In accordance with a further embodiment of the 
present invention, apparatus for descrambling a par- 
tially scrambled digital video signal operates to re- 
ceive frames of video data (e.g., a series of frames 
formed of a frame-limit coded frame followed by inter- 
frame coded frames), with each frame being com- 
prised of blocks of video data and each block contains 
either block scrambte-off data or block scramble-on 
data. Each block which has the block scramble-on 
data is descrambled and decoded along with each 
block that has the block scramble-off data to produce 
a decoded digital vkleo signal. 

In accordance with another embodiment of the 
present invention, apparatus for descrambling an in- 
termittently scrambled or partially scrambled digital 
video signal operates to receive frames of video data 
(e.g.*, a series of frames formed of a frame-limit coded 
frame followed by interframe coded frames), with 
each frame containing frame scramble-on data or 
frame scramble-off data and each frame being com- 
prised of blocks of video data that contain either block 
scramble-on data or block scramble-off data. Each 
block that has the block scramble-on data and that is 
included in a frame that has the frame scramble-on 
data is descrambled, whereas the remaining blocks 
are not descrambled. Each descrambled block of vid- 
eo data and each block that is not descrambled is de- 
coded to produce a decoded digital video signal. 

An embodiment of the invention provides an ap- 
paratus for scrambling digital video data in an inter- 
mittent scrambling mode or a partial scrambling mode 
whose constructbn is not unduly complicated; an in- 
termittently or partially scrambled digital video signal 
whose data structure is not unduly complicated and 
which contains data indicating which frames or which 
blocks are scrambled; and an intermittently or partial- 
ly scrambled digital video signal which is intermittent- 
ly or partially recognizable when the vkleo signal is 
not descrambled. 

A specific embodiment of the present invention 
will now be described by way of example with refer- 
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ence to the accompanying drawings in which: 

Fig. 1 is a schematic diagram showing the format 

of a known coded digital video signal; 

Fig. 2 is a block diagram of the scrambling circuit 

in which the present inventton finds ready appii- 

catk>n; 

Figs. 3A to 3E illustrate the data structure of cod- 
ed digital video data; 

Figs. 4A to 4E illustrate the data structure of cod- 
ed digital video data having scramble data; 
Fig. 5 represents a video image of one frame of 
partially scrambled video data produced In accor- 
dance with the present invention; and 
Fig. 6 is a block diagram of the descrambling cir- 
cuit of the present invention. 
Referring now to the drawings, Fig. 2 is a block di- 
agram of the scrambling circuit which incorporates the 
present invention and includes an encoder 12, a data 
synthesizer 13 and a data scrambler 21. A digital im- 
age signal SDV which is composed of a series of 
frames (i.e. video frame intervals) of video data is 
supplied to an input terminal 11 of encoder 12 which 
encodes the digital signal to produce coded digital 
video data DVD, formed of, for example, both frame- 
limit coded frames and interf rame coded frames (pre- 
vk)usly described). Each frame-limit coded frame is 
followed by a predetermined number, for example, 
fourteen frames, of interframe-coded data frames. 
Encoder 1 2 forms no part of the present inventk>n per 
se. 

The data structure of coded digital video data 
DVD is shown in Figs. 3A to 3E. Figs. 3A and 3D il- 
lustrate the data structure of frame-limit coded 
frames and Figs. 3B and 3C illustrate the data struc- 
ture of interf rame coded frames. As shown, a frame- 
limit coded frame (Fig. 3A) is followed by, e.g., four- 
teen, interframe coded frames (Figs. 3B and 3C), 
which nrtay then be followed by another frame-limit 
coded frame (Fig. 3D), followed by another fourteen 
interframe coded frames (not shown). Each frame- 
limit coded frame and interframe coded frame in- 
cludes a frame header followed by a frame data area, 
the frame header having frame synchronizing data 
SF, frame number data NF, frame type data TF and 
frame scramble data (described below). The frame 
data area includes data Mocks DB1 , DB2 ... DBn, with 
one image frame being formed of n blocks. The data 
structure of each data block is illustrated in Fig. 3E 
(discussed below). 

The frame synchronizing data SF of each frame 
is utilized for synchronization when the transmitted 
frame is received, the frame number data NF identi- 
fies the frame number of each frame, and the frame 
type data TF indk:ates whether the frame is a frame- 
limit coded franr^ ("I" frame) or an interframe coded 
frame ("P" frame). As illustrated in Figs. 3A to 3D, the 
frame number (NF) increases by one for each succes- 
sive frame. For example, the first frame-limit coded 



frame (Fig. 3A) has a frame number of "0", the suc- 
cessive frame (Fig. 3B) has a frame number of "1", 
etc. As to the frame type (TF), the frame-limit coded 
frames (Figs. 3A and 3D) are identified by the frame 

5 type "I" and the interframe coded frames (Figs. 3B 
and 3C) are kJentif led by the frame type "P". The area 
following the frame type data TF in the frame header 
of each frame includes frame scramble data and is 
further discussed below. 

10 The data structure of each data block (DB1, 
D 82 ... DBn) of each frame is illustrated in Fig. 3E. As 
shown, each data block has a block header followed 
by block data DBP. The block header includes block 
synchronous data SB, image position data PP and 

15 block scramble data (discussed below). Block data 
DBP are obtained by compressing the digital image 
signal provided at terminal 11 to produce either a 
frame-limit coded frame or an interframe coded 
frame, each block data DBP (DB1, DB2 ... DBn) of a 

20 frame representing image information of a predeter- 
mined portion of that frame. Such predetermined por- 
tton may represent, for example, sbcteen line intervals 
of the image. 

The block synchronous data SB is utilized for 

25 synchronization when each transmitted block is re- 
ceived; and the image position data PP identif ies that 
block within the frame, in one embodiment of the 
present invention, image position data PP identifies 
the spatial location of that block in the reproduced inv 

30 age. In the above example, the image position data 
PP of a particular block identifies the group of 1 6 line 
intervals of the image to which the particular block 
pertains. 

In another embodiment of the present invention, 

35 block data DBP represents a block of orthogonally 
transformed video data where data block DB1 con- 
tains, for example, the DC component of the trans- 
formed signal and data blocks DB2 to DBn contain the 
AC frequency components of the transformed signal. 

40 Here, image position data PP of each block identifies 
the frequency components of the transformed video 
data contained within each block, in this embodiment, 
encoder 12 includes an orthogonal transfonner, for 
example, a discrete cosine transformer, which is 

45 known in the art 

Returning to Fig. 2, coded digital image data DVD 
are supplied to data synthesizer 13, an 'I' frame ex- 
tractor 14 and an image position detector 15. "I" 
frame extractor 14 extracts each frame-limit coded 

50 frame (Tf rame) supplied by encoder 1 2 and supplies 
the extracted frame as data DFI to a frame number 
detector 16. Frame number detector 18 detects and 
latches the frame number of the extracted "1" frame, 
the frame number being identified by frame number 

55 data NF in the frame header of the extracted frame, 
and supplies the frame number data NF to frame 
number comparator 17. The latched frame number 
NF is continuously supplied to frame number compiar- 
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ator 17 (i.e. the frame number does not change) until 
the frame number of the next extracted frame-limit 
coded frame is detected and latched. 

Image position detector 15 detects the image 
position data PP contained in the data block currently s 
being supplied (of the frame currently being supplied) 
and supplies this image position data to an image 
position comparator 18. 

The apparatus of the present Invention for scram- 
bling digital video data is operable to scramble digital io 
video data In an Intenmittent scrambling mode and in 
a partial scrambling mo6e to produce an intermittent- 
ly scrambled digital video signal and a partially scram- 
bled digital video signal, respectively. Operation in 
the intenmittent scrambling nrKxle will first be descri- is 
bed. 

In the intermittent scrambling mode, a scramble 
setting block 19 supplies to frame number compara- 
tor 17 frame number data NFC which Identifies the 
frame numbers of those frames which are not to be 20 
scrambled prior to transmission, that is, prior to being 
supplied as an output by the present invention. In a 
preferred embodiment, frame number data NFC only 
identifies those frame-limit coded frames which are 
not to be scrambled since extractor 14 extracts only 25 
frame-limit coded frames. Scramble setting block 19 
does not supply any Innage position data PPR to Inv 
age position comparator 18 in the intermittent scram- 
bling nrKxie since image positton data is Utilized exclu- 
sively In the partial scrambling nrKxle (to be descri- 30 
bed). 

Frame number comparator 17 compares the 
frame number NF supplied by frame number detector 
16 with the frame numbers identified in frame nunv 
ber data NFC. If data NFC includes (i.e., identifies) 35 
frame number NF, an output signal DO indicative of 
this comparison Is supplied, for example, as a high 
level output to scramble data generator 20. On the 
other hand, if the frame number NF is not included in 
frame number data NFC, then output signal DO indi- 40 
cates that there is no match and, for example, a low 
level output is supplied to the scramble data genera- 
tor. Output signal DO is continuously supplied to 
scramble data generator 20 (i.e. it does not change) 
until the frame number of the next extracted frame- 45 
limit coded frame is detected. Thus, signal DO re- 
mains at its high state, or its low state, throughout the 
entire time that a frame-limit coded frame and the 
successive predetermined number (e.g. fourteen) of 
interf rame coded frames are supplied by encoder 12. 50 

The image position comparator 18 compares the 
image positk>n data PP supplied from the image pos- 
ition detector 1 5 with the image positions identified in 
image position data PPR supplied by scramble set- 
ting block 19. Since no image position data PPR is 55 
supplied by scramble setting block 19 in the intermit- 
tent scrambling mode, no match is detected and an 
output signal DQ indicative of this result, e.g., a low 



level output, is continuously supplied to scramble 
data generator 20. 

Scramble setting block 19 also supplies a mode 
signal CSM to scramble data generator 20 and data 
scrambler 21 which indicates whether the apparatus 
for scrambling digital video data is operating in the in- 
termittent scrambling mode (e.g., signal CSM is 
"high") or in the partial scrambling mode (e.g., signal 
CSM is "tow"). When scramble data generator 20 re- 
ceives signal DO in its high state in the intermittent 
scrambling nK>de (that is, when signal CSM is "high"), 
it supplies frame scramble data "C" having a value "0" 
(e.g., frame scramble-off data) to data synthesizer 1 3 
to indicate that the frame being supplied by encoder 
1 2 is not to be scrambled . That is, when frame number 
NF matches one of the frame numbers identified in 
frame numbei* data NFC indicating that the frame NF 
is to not be scrambled, franco number comparator 17 
supplies signal DO with a high state to scramble data 
generator 20, which in turn, supplies frame scramble 
data 'C" having the value "0" to data synthesizer 13. 
On the other hand, when scramble data generator 20 
receives signal DO with a low state, it supplies frame 
scramble data "C" having the value "1" (frame scranv 
ble-on) to data synthesizer 13 to indicate that the 
frame being supplied by encoder 12 is to be scranv 
bled. 

In the intermittent scrambling nrKxle described 
herein, frame scramble data "C" is produced indepen- 
dent of the value of output DQ from image position 
comparator 1 8. Also, scramble data generator 20 sup- 
plies block scramble data "R" having the value '1' to 
data synthesizer 13 throughout the intermittent 
scrambling mode. Output DQ and block scramble 
data "R" are utilized in the partial scrambling mode to 
ind k:ate whether a block within a frame is to be scram- 
bled and is further discussed below. 

Data synthesizer 13 adds the frame scramble 
data "C to each of the frame-limit-coded frames and 
interframe-coded frames in signal DVD supplied by 
encoder 12 in the frame scramble data area following 
the frame type data TF in the frame header as illu- 
strated in Figs. 4A to 4D. In addition, the block scranv 
ble data "R" is added to the block header after the inv 
age position data PP in each data block of each frame 
as illustrated in Fig. 4E. Data synthesizer 13 supplies 
signal DVD with the added data "C" and "R" as the 
synthesized digital video data DVX to data scrambler 
21. 

Therefore, frame scramble data "C" indicating 
"scramble-ofr (e.g., "C" has the value "0") is added 
to each frame-limit coded frame whose frame num- 
ber matches one of the frame numbers identified in 
frame number data NFC and also is added to those 
predetermined number of interframe coded frames 
successively supplied after the frame-limit coded 
frames (i.e., it is added to the fourteen next-following 
Interframe coded frames). Frame scramble data "C" 
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indicating "scramble-on" (e.g., 'C has the value "1") 
is added to the other frames. Block scramble data "R" 
having the value "1" is added to all of the data blocks 
in all of the frames in the intermittent scrambling 
mode. This represents that all of the blocks of a frame 
are designated to be scrambled when that frame is 
designated to be scrambled. 

Data scrambler 21 receives from scrambling set- 
ting block 19 mode signal CSM, which indicates the 
mode in which the apparatus of the present invention 
is operating. In the intenfnittent scrambling mode, 
data scrambler 21 scrambles those frames in the syn- 
thesized digital video data DVX with frame scramble 
data "C" having the value "1" (scramble-on data) re- 
gardless of the value of the block scramble data 'R' 
in each data block, and does not scramble frames 
with frame scramble data "C" having the value "0" 
(scramble-off data) regardless of the value of the 
block scramble data 'R' in each data block. Data 
scrambler 21 supplies the intermittently scrambled 
digital video signal DSVX attenminal 22. 

In another embodiment of the present invention, 
scramble data generator 20 supplies frame scramble 
data "C" having the value "0" (frame scramble-off) to 
data synthesizer 1 3 only when the scramble data gen- 
erator receives signal DO having the value "0" (frame 
scramble-off) and a frame-limit coded frame is being 
supplied by encoder 12. That is, only frame-limit cod- 
ed frames are not scrambled when the frame number 
of those frames matches one of the frame numbers 
identified in frame number data NFC, and all other 
frames, that is, all interf rame coded frames as well as 
all other frame-limit coded frames, are scrambled. 

in a further emtxxiiment of the present invention, 
mode signal CSM is not provided by scramble setting 
block 19 to either scramble data generator 20 or data 
scrambler 21. In this further embodiment, data 
scrambler 21 scrambles only those blocks with block 
scramble data "R" having the value "1" (block scram- 
ble-on) in those frames with frame scramble data "C" 
having the value "1" (frame scramble-on). Since the 
btock scramble data "R" in the intermittent scrambling 
mode is always "1", the effect of this further embodi- 
ment is essentially the same as the embodiment de- 
scribed above except it is not necessary for the 
scramble setting block to supply a nrKKJe signal to data 
scrambler 21 indteating the mode of operation. 

The partial scrambling nKxie will now be descri- 
bed with reference to Fig. 2. In the partial scrambling 
RKXle. encoder 12 and "I" f ranne extractor 14 operate 
in essentially the same manner as in the intermittent 
scrambling mode. Scramble setting block 19 supplies 
frames number data NFC to frame number compara- 
tor 17 and also supplies block scramble data PPR to 
image position comparator 18. Frame number data 
NFC identifies the frame numbers of those frame- 
limit coded frames which are not to be scrambled, 
similar to the intermittent scrambling mode. Block 



scramble data PPR identifies those blocks of each 
frame which are not to be scrambled. 

Frame number comparator 17 compares the 
frame number NF of each frame-limit coded frame 

5 with the frame numbers identified in frame number 
data NFC and supplies the output signal DO indica- 
tive of this result, that is, a high level is supplied when 
there is a match, and a low level is supplied when 
there is no match. Similarly, image position compar- 

10 ator 1 8 compares the image position data PP of each 
block, as supplied from the image position detector 
15 with the inr^age positk3ns (e.g., blocks) identified in 
image position data PPR and supplies output signal 
DQ to scramble data generator 20 to indk:ate whether 

15 a particular block is Identified in signal PPR. If so, sig- 
nal DQ is supplied in, for example, its high state, and 
if not, signal DQ is supplied in its low state. 

Scramble setting block 19 supplies mode signal 
CSM in its low state to scramble data generator 20 

20 and data scrambler 21 to indicate that the apparatus 
is currently operating in the partial scrambling mode. 
When scramble data generator 20 receives signal 
CSM in its low state. It supplies frame scramble data 
"C" having the value "1" (frame scramble-on) to data 

25 synthesizer 13 irrespective of the values of signals 
DO and DQ. When both signals DO and DQ are in 
their high state, that is. when frame number NF is 
identified in frame number data NFC and image pos- 
ition PP is kientified in image positton data PPR, 

30 scramble data generator 20 supplies block scramble 
data "R" having the value "0" (e.g., block scramble- 
off) to data synthesizer 13 to indicate that the block 
being supplied by encoder 12 is to not be scrambled. 
When scramble data generator 20 receives either sig- 

35 nal DO or signal DQ in its low state, block scramble 
data "R" having the value "1" (block scramble-on) is 
supplied to data synthesizer 13. That is, if the image 
position PP does not match one of the block numbers 
identified in image position data PPR or if the frame 

40 number NF does not match one of the frame numbera 
identified in frame number data NFC, the block cur- 
rently k)eing supplied by encoder 12 is designated to 
be scrambled. 

Data synthesizer 13 adds the frame scramble 

45 data "C" toeach of the frames (both frame-limit coded 
and interf rame coded frames) in the frame scramble 
data area (Figs. 4A to 4D) and adds the block scranv 
ble data "R" to each data block of each frame in the 
block header (Fig. 4E) in essentially the same manner 

50 as in the intermittent scrambling mode described 
above. Data synthesizer 13 supplies the synthesized 
digital video data DVX to data scrambler 21 . 

Data scrambler 21 receives mode signal CSM in 
its low state which indicates that the apparatus is in 

55 the partial scrambling mode. In response to this mode 
signal, data scrambler 21 scrambles each block con- 
taining block scramble data "R" having the value "1" 
(block scramble-on) regardless of the value of the 
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frame scramble data "C" in the frame in which this 
block is included, and does not scramble those blocks 
containing block scramble data "R" having the value 
"0" (block scramble-off) regardless of the value of the 
frame scramble data "C" in the frame. Data scrambler 5 
21 suppliesthe partially scrambled digital vkJeo signal 
DSVX to terminal 22. 

In another embodiment of the present invention 
operating in the partial scrambling mode, mode signal 
CSM is not provided by scramble setting block 19 to io 
either scramble data generator 20 or data scrambler 
21. Here, data scrambler 21 scrambles only those 
blocks containing bk)ck scramble data "R" having the 
value "1" (block scramble-on) if those blocks are in- 
cluded in a frame with the frame scramble data "C" is 
having the value "1" (frame scramble-on). Since the 
frame scramble data "C" in the partial scrambling 
mode is always "1", the effect of this embodiment is 
essentially the same as the first embodiment operat- 
ing in the partial scrambling mode described above, 20 
except that scramble setting block 1 9 does not supply 
nrKxSe signal CSM to data scrambler 21. 

In a further embodiment of the present invention 
operating in the partial scrambling mode, scramble 
data generator 20 supplies frame scramble data "C" 25 
having the value "0" (frame scramble-off) to data syn- 
thesizer 13 when signal DO is in its high state, and 
suppi ies f rame scramble data "C" having the value "1 " 
(frame scramble-on) when signal DO is in its low 
state, similar to the intermittent scrambling mode. In 30 
addition, scramble data generator 20 supplies block 
scramble data "R" having the value "0" (block scranv 
ble-off) to data synthesizer 13 when signal DQ s in 
its high state, and supplies block scramble data "R" 
having the value "1 " (block scramble-on) when signal 3S 
DQ is in its low state. In this embodinrtent, data scram- 
bler 21 scrambles only those blocks with block scram- 
ble data "R" having the value "1" (block scramble-on) 
if those blocks are included in frames when frame 
scramble data "C has the value *1* (frame scramble- 40 
on). 

In the embodiments discussed above concerning 
the partial scrambling mode, the partially scrambled 
digital video signal DSVX supplied at terminal 22 in- 
cludes frame-limit coded frames followed by scram- 45 
bled interframe coded frames as well as frame-limit 
coded frames followed by non-scrambled interframe 
coded frames. When these video signals are dis- 
played on, for example, a video monitor without de- 
scrambling an Image having a partially recognizable so 
area is provided. Fig. 5 illustrates an image 30 of the 
partially scrambled signal wherein areas 31 represent 
portions of the image that are not scrambled, and 
therefore, are recognizable, and area 32 represents 
the portion of the image which is scrambled and thus 55 
is not recognizable. 

Fig. 6 illustrates apparatus for descrambling in- 
termittently and partially scrambled digital video sig- 



nals in which the present invention finds ready appli- 
cation. As shown, intermittently or partially scrambled 
digital video signal DSVX is received at terminal 41 of 
a data descrambler 42. A descramble controller 43 
supplies a descramble control signal CDS to de- 
scrambler 42 which identifies whether signal DSVX is 
an intermittently scrambled or partially scrambled 
digital video signal. Descrambler 42 descrambles sig- 
nal DSVX in accordance with the descramble control 
signal CDS. When signal DSVX is an intermittently 
scrambled digital video signal, as indicated by control 
signal CDS, descrambler 42 descrambles those 
frame-limit coded and interframe coded frames 
whose frame scramble data "C" has the value "1" 
(frame scramble-on) and does not descramble the 
other frames of video data of signal DSVX (whose 
frame scramble data "C" has the value "0"). After de- 
scrambler 42 completes descrambling of the speci- 
fied frames, it supplies a descramble signal SP to 
data pickup controller 45 to indteate descrambling is 
complete. 

Similarly, when signal DSVX is a partially scranv 
bled digital vMeo signal, as indk:ated by control signal 
CDS. descrambler 42 descrambles each block whose 
block scramble data "R" has the value "1" (block 
scramble-on). Descrambler 42 does not descramble 
those blocks whose block scramble data "R" has the 
value "0" (block scramble-off). Descrambler 42 then 
supplies descramble signal SP to data pickup control- 
ler 45 to indicate descrambling of the partially scram- 
bled digital video signal is complete. 

Upon descrambling the intermittently or partially 
scrambled digital video signal, descrambler 42 sup- 
plies the descrambled digital video data DVX to a 
memory 44 and sinuiltaneously supplies descramble 
signal SP to data pickup controller 45. Data pickup 
controller 45 produces a command signal CP in re- 
sponse to descramble signal SP for controlling to 
memory 44 a menrK>ry controller 46. MenDory control- 
ler 46 supplies to memory 44 a write control signal 
QWB in response to command signal CP to cause 
menKH-y 44 to store the descrambled digital video 
data DVX supplied from descrambler 42. 

Atiming signal generator 47 produces a data read 
command signal CB which is supplied to menK>ry 
controller 46, the latter responding thereto to produce 
a read control signal ORB that is supplied to mennory 
44 to prevent the latter from overflowing. Read con- 
trol signal ORB controls memory 44 to readout the 
descrambled digital video data DVX stored in its 
memory; and this data (signal DVP) is supplied to a 
decoder 48. Decoder 48 decodes signal DVP in re- 
sponse to a timing control signal CC supplied from 
timing signal generator 47 to produce "sectioned" dig- 
ital image signal SDP which corresponds to one block 
of data. Signal SDP is obtained by decoding each 
block of data DBP (Fig. 4E) contained within each 
data block DB1 to Dbn in each frame-limit-coded 
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frame and each interf rame-coded frame. Signal SDP 
is then supplied to a memory 49, which is, for exanv 
pie, a frame memory for accumulating and storing 
one frame of video data. Decoder 48 supplies to a 
memory controller 50 the image position data PR con- 
tained within the block of data that is currently being 
decoded. In one embodiment, decoder 48 includes an 
inverse orthogonal transform circuit, e.g., an inverse 
discrete cosine transform circuit, to convert a trans- 
formed digital signal to the time domain. 

MenrK)ry controller 50 produces a write control 
signal QWM in response to the image position data 
PP and supplies this write control signal QWM to 
memory 49, wherein the sectioned digital image sig- 
nal SDP is stored at an address corresponding to the 
image position data PP. Therefore, each sectioned 
digital image signal SDP successively produced by 
decoder 48 is stored at a respective address in mem- 
ory 49. The timing signal generator 47 supplies a data 
read command signal CM to memory controller 50 at 
predetermined times, whereupon the memory con- 
troller produces a read control signal QRM to cause 
memory 49 to reproduce one frame of the stored sec- 
tioned digital image signals SDP and to supply the re- 
sulting digital video signal SDVP as an output at ter- 
minal 51. 

In another embodiment of the present invention, 
descrambler 42 descrambles only those blocks 
whose block scramble data "R" has the value "1" 
(block scramble-on) if those blocks are contained in 
a frame whose frame scramble data "C" has the value 
"1" (frame scramble-on). Here, descramble controller 
43 nr^y be omitted because descrambler 42 will prop- 
erly descramble signal DSVX whether it is an intermit- 
tently scrambled digital video signal or a partially 
scrambled digital video signal. 

In a further embodiment, descrambler 42 de- 
scrambles ail frames except those frame-limit coded 
frames whose frame scramble data "C" has the value 
"0" (frame scramble-off) when signal DSVX is an in- 
termittently scrambled digital video signal. When sig- 
nal DSVX is a partially scrambled digital video signal, 
descrambler 42 descrambles all blocks except those 
blocks whose block scramble data "R" has the value 
"0" (block scranible-off) in those frames whose f ranne 
scramble data "C" has the value "0" (frame scramble- 
off). 

While the present invention has been particularly 
shown and described in conjunction with preferred 
embodiments thereof, it will be readily appreciated by 
those of ordinary skill in the art that various changes 
and modif icatbns may be made. For example, while 
only digital video signals have been described as be- 
ing scrambled and descrambled, the present inven- 
tk)n is not limited to this type of signal and may be 
used in conjunctk)n with other types of signals, such 
as audio or other data signals. 

As another example, although the present dis- 



cussion is directed to scrambling and descrambling 
frame-limit coded and interframe coded frames of 
video data, the present invention is not limited solely 
to these types of coded signals but may be applied to 
5 signals admitting of other types of coding fomnats. 



Claims 

10 1. Apparatus for intenmittently scrambling a digital 
video signal, comprising: 

means (12) for encoding a digital video sig- 
nal (SDV) to supply successive frames of video 
data (DVD) as an output, each of said frames of 

15 vkjeo data having a respective frame number 
(NF); 

means (13) for adding scramble-off data 
(C) to those frames of video data having a frame 
number equal to one of a plurality of predeter- 

20 mined frame numbers; 

means (21) for scrambling each of sakJ 
frames of video data not having sakJ scramble-off 
data to produce respective scrambled francos of 
vkJeo data; and 

25 means (22) for providing said scrambled 

frames of video data together with those frames 
of video data having said scramble-off data as an 
intermittently scrambled video signal (DSVX) . 

30 2. The apparatus of claim 1 , wherein said means for 
encoding is operable to supply a frame-limit cod- 
ed frame (I) followed by a preselected number of 
successive interframe coded frames (P). 

35 3. The apparatus of daim 2, wherein said means for 
adding is operable to add said scramble-off data 
to each frame-limit coded frame having one of 
said predetermined frame numbers and to add 
said scramble-off data to each of said preselect- 

40 ed number of interframe coded frames thatfollow 
a frame-limit coded frame having said scramble- 
off data. 

4. The apparatus of daim 3, wherein said predeter- 
45 mined frame numbers are frame numbers of 

frame-limit coded frames only. 

5. The apparatus of claim 2, further comprising 
means for extracting the frame number from a 

50 frame-limit coded frame currently supplied by 
said encoding means, and wherein said means 
for adding is operable to add said scramble-off 
data to those frame-limit coded frames and inter- 
frame coded frames supplied from said encoding 

55 means when saki extracted frame number is 
equal to one of sakl predetermined frame num- 
bers. 
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6. The apparatus of any preceding claim, wherein 
each of said frames supplied by said encoding 
means contains a frame header and blocks of vid- 
eo data, said frame header including said frame 
number (NF), frame type data (TF) and scramble 
on/off data (C). 

7. The apparatus of claim 6, wherein said encoding 
means includes means for orthogonally trans- 
forming each of said frames of video data to sup- 
ply frames of transformed video data. 

8. The apparatus of claim 6 or 7, wherein each of 
said blocks of video data includes a block header 
and block data, sakJ block header including block 
sync data and block positton data. 

9. The apparatus of any preceding daim. wherein 
saki means for adding is further operable to add 
scramble-on data to those fran^es of video data 
not having scramble-off data; and wherein said 
means for scrambling Is operable to scramble 
each of said frames of video data having said 
scramble-on data. 

10. Apparatus for partially scrambling a digital video 
signal, comprising: 

means for encoding a digital video signal 
to supply successive frames of video data as an 
output, each of said frames of video da^ being 
comprised of blocks of video data with each block 
including a respective block number (PP) for 
Identifying that block within the frame; 

means for adding block-scramble-off data 
(R) to those blocks of video data having a block 
number equal to one of a plurality of predeter- 
mined block numbers: 

means for scrambling each of said blocks 
of video data not having said block-scramble-off 
data to produce respective scrambled blocks of 
video data; and 

means for providing, for each f ranne of vid- 
eo data, said scrambled blocks of vkieo data to- 
gether with those blocks of video data having said 
block-scramble-off data as a partially scrambled 
video signal. 

11. The apparatus of daim 10, wherein saki means 
for encoding is operable to supply a frame-limit 
coded frame followed by a preselected number of 
interf rame coded frames, each frame-limit coded 
frame and each interframe coded frame being 
comprised of respective blocks of video data. 

12. The apparatus of daim 11, wherein said means 
for adding is operable to add said block- 
scramble-off data to each block of video data 
having one of said predetermined block numbers 



when said block is in a frame-limit coded frame 
or an interframe coded frame having a frame 
number equal to one of a plurality of predeter- 
mined frame numbers. 

5 

13. The apparatus of daim 12, wherein said prede- 
termined frame numbers are frame numbers of 
frame-limit coded frames only. 

10 14. The apparatus of daim 12, further comprising 
means for extracting the frame number from a 
frame-limit coded frame currently supplied by 
said encoding means, and means for detecting 
the block number from a block of video data cur- 

15 rently supplied by said encoding means; and 
wherein said means for adding is operable to add 
said block-scramble-off data to said currently 
supplied block of video data when the extracted 
frame number is one of said predetermined frame 

20 numbers and the detected block number is one of 
said predetermined block numbers. 

15. The apparatus of any of claims 10 to 14, wherein 
said block number of each block of video data 

25 represents a spatial position of the respective 

block within a video innage represented by said 
blocks of video data. 

1 6. The apparatus of any of claims 1 0 to 1 5, wherein 
30 said encoding means indudes means for ortho- 
gonally transforming each of saki frames of video 
data to supply frames of transformed vkieo data, 
and wherein the block number of each block of 
transformed video data represents a frequency 

35 component of said transformed data. 

17. The apparatus of any of daims 10 to 16, wherein 
each of said blocks of video data contains a block 
header and block data, said block header indud- 

40 ing saki block number (PP) and bk>ck scramble 
on/off data (R). 

18. The apparatus of any of claims 10 to 17, wherein 
said means for adding is further operable to add 

45 block-scramble-on data to those blocks of video 
data not having block-scramble-off data; and 
wherein said means for scrambling is operable to 
scramble each of saki blocks of video data having 
said block-scramble-on data. 

50 

19. The apparatus of any of claims 10 to 18, wherein 
each of said frames of video data indudes a re- 
spective frame number; and wherein said means 
for adding is operable to add frame-scramble-off 

55 data to each frame having a frame number equal 
to one of a plurality of predetermined frame nunrv 
here, said means for scrambling is operable to 
scramble all of the blocks of video data In those 
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frames not having said f rame-scranr>ble-off data 
and to scramble those blocks of video data not 
having said block-scramble-off data but included 
in those frames having said frame-scramble-off 
data, and said means for provkling is operable to 5 
provkJe frames of scrambled and unscrambled 
blocks of video data as said partially scrambled 
video signal. 



24. The apparatus of claim 21, further comprising 
means for extracting the frame number from a 
frame-limit coded frame currently supplied by 
said encoding means, and wherein said means 
for adding is operable to add said frame- 
scramble-off data to said currently supplied 
frame when the extracted frame number is equal 
to one of said predetermined frame numbers. 



20. Apparatus operable in an intermittent scrambling 
mode and a partial scrambling mode for scram- 
bling a digital video signal, comprising: 

means for encoding a digital vkleo signal 
to supply successive frames of video data as an 
output, each of said frames of video data having 
a respective frame number and being comprised 
of t)locks of video data with each block including 
a respective block number for identifying that 
block within the f ranne; 

means for adding frame-scramble-off data 
to those frames of video data having a frame 
number equal to one of a plurality of predeter- 
mined frame numbers and for adding block- 
scramble-off data to those blocks of ykJeo data 
having a bfock number equal to one of a plurality 
of predetenmined block numbers; 

scrambling means operable in both said 
intermittent scrambling nnode and said partial 
scrambling mode to scramble all of said blocks of 
video data included in those franr^ not having 
sakJ frame-scramble-off data, and operable in 
said partial scrambling mode only to scramble 
each block of video data not having said block- 
" scramble-off data in those frames having said 
frame-scramble-off data; and 

means for provkling as a scrambled video 
signal a frame comprised of selectively scram- 
bled and selectively unscrambled blocks of video 
data. 

21. The apparatus of claim 20, wherein said means 
for encoding is operable to supply a franne-limit 
coded frame followed by a preselected number of 
successive interf rame coded frames. 

22. The apparatus of claim 21, wherein said means 
for adding is operable to add sakj frame- 
scramble-off data to each frame-limit coded 
frame having one of sakl predetermined frame 
numbers and to add sakl frame-scramble-off 
data to each of said preselected number of inter- 
frame coded frames that follow a frame-limit cod- 
ed frame having sakl predetermined frame num- 
ber. 

23. The apparatus of daim 22, wherein said prede- 
termined frame numbers are frame numbers of 
frame-limit coded frames only. 



10 25. The apparatus of any of claims 20 to 24, further 
comprising means for detecting said block num- 
ber of a currently supplied block of video data, 
and wherein said means for adding is operable to 
add btock-scramble-off data to said currently 

15 supplied block when said detected block number 
is equal to one of sakJ predetenmined block num- 
bers. 

26. The apparatus of any of claims 20 to 25, wherein 
20 said block number of each block of video data 
represents a spatial position of the respective 
block within a video image represented by sakl 
blocks of video data. 

25 27. The apparatus of any of claims 20 to 26, wherein 
said encoding means includes means for ortho- 
gonally transforming each of said frames of video 
data to supply frames of transfonmed video data, 
and wherein a block of transformed video data 

30 represents a respective frequency component of 
said transfonmed frame. 

28. Apparatus for descrambling an intermittently 
scrambled digital video signal, comprising: 

35 means (41) for receiving a coded digital 

' vkleo signal (DSVX) composed of scrambled and 

non-scrambled frames of video data, each of sakl 

non-scrambled frames of vkieo data having 

scramble-off data; 
40 means (42) for descrambling each of said 

frames of video data not having sakl scramble-off 

data to produce respective descrambled frames 

of video data; and 

means (48) for decoding each of said non- 
45 scrambled and descrambled frames of vkleo data 

to produce a decoded digital video signal. 

29. The apparatus of claim 28, wherein said coded 
digital video signal includes a frame-limit coded 

50 frame followed by interf rame coded frames; and 
said means for decoding includes means for de- 
coding said frame-limit coded frames and said in- 
terf rame coded frames. 

55 30. The apparatus of claim 29, wherein sakl means 
for descrambling descrambles each of said Inter- 
frame and frame-limit coded frames not having 
said scramble-off data. 
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31 . The apparatus of any of claims 28 to 30, wherein 
each of said frames of video data includes a 
frame header and blocks of video data, said 
frame header including a frame number, frame 
type data and scramble on/off data. 5 

32. The apparatus of claim 31, wherein said coded 
digital video signal is an orthogonally trans- 
formed digital video signal, and said means for 
decoding includes means for inverse orthogonal- io • 
ly transforming said frames of video data. 

33. The apparatus of claim 31 or 32, wherein each of 
said blocks of video data is comprised of a block 
header Including block position data and block is 
data. 



34. The apparatus of any of daims 28 to 33, wherein 
each of said scrambled frames of video data in- 
cludes scrambte-on data, and said means for de- 
scrambling descrambles each of said frames of 
vkleo data having saki scramble-on data. 



means (42) for descrambling each of said 
blocks of video data having said scrambl&on 
data to produce respective descrambled btocks 
of video data; and 

means (48) for decoding sakJ descrambled 
blocks of video data and said blocks of vkieo data 
having said block scramble-off data to produce a 
decoded digital video signal. 



Including block position data and block data. 

40. Apparatus for descrambling an intermittently 
scrambled or partially scrambled digital video sig- 
nal, comprising: 

means for receiving frames of video data, 
each frame having frame scramble-on or frame 
scramble-off data and respective blocks of video 
data, with each block having either block scram- 
ble-on or bfock scramble-off data; 

means for descrambling each block hav- 
ing block scramble-on data in those frames hav- 
ing said frame scramble-on data to produce re- 
spective descramt>led blocks of video data; and 
means for decoding said descrambled 
blocks of video data and each block not descram- 
bled by said descrambling means. 

41. The apparatus of claim 40, wherein the received 
20 frames of video data are comprised of a frame- 
limit coded frame followed by interframe coded 
frames. 

42. The apparatus of daim 40, wherein each frame 
of video data includes a frame header and said 
respective blocks of vkieo data, said frame head- 
er induding a frame number, frame type data and 
scramble on/off data. 

43. The apparatus of daim 42, wherein the received 
frames of video data are orthogonally trans- 
fomrmd; and sakJ means for decoding indudes 
means for inverse orthogonally transforming 
each frame of video data. 

35 

44. The apparatus of daim 42 or 43, wherein each of 
said blocks of video data indudes a block header 
induding block posltfon data and block data. 



35. Apparatus for descrambling a partially scrambled 

digital video signal, comprising: 25 

means (41) for receiving frames of video 
data (DSVX), each frame being comprised of re- 
spective blocks of video data with each block hav- 
ing either block scramble-off data or block scram- 
t)le-on data; 30 



36. The apparatus of daim 35, wherein the received 40 
frames of video data are comprised of a frame- 
limit coded frame followed by interframe coded 
frames. 

37. The apparatus of claim 35, wherein each frame 45 
of video data indudes a frame header and said 
respective blocks of video data, said frame head- 
er induding a frame number, frame type data and 
scramble on/off data. 

so 

38. The apparatus of daim 37, wherein the received 
frames of video data are orthogonally trans- 
formed; and said means for decoding indudes 
means for inverse orthogonally transforming 
each frame of video data. 55 

39. The apparatus of daim 37 or 38, wherein each of 
sakI blocks of video data Indudes a block header 
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FIG . 3. 
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FIG 4 
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